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	Levels 1 & 2 
	Classroom

	Additional hours for Career Preparation Standards are integrated into instruction in content area standards.
	

	1
	Career Preparation Standards
	30

	
	· Understand how personal skill development--including positive attitude, honesty, self-confidence, time management, and other positive traits--affect employability.
· Demonstrate an understanding of classroom policies and procedures.

· Discuss importance of the following personal skills in the business environment:
· Positive attitude

· Self-confidence

· Honesty

· Perseverance

· Self-management/work ethic

· Pride in product/work

· Dependability

· Identify acceptable business attire.

· Establish goals for self-improvement and further education/training.

· Prioritize tasks and meet deadlines.

· Understand the importance of initiative and leadership.

· Understand the importance of lifelong learning in a world of constantly changing technology.

· Understand principles of effective interpersonal skills, including group dynamics, conflict resolution and negotiation.

· Identify and discuss behaviors of an effective team.

· Explain the central importance of mutual respect in workplace relations.

· Discuss and demonstrate strategies for conflict resolution and negotiation, and explain their importance within the business environment.

· Understand laws that apply to sexual harassment in the workplace, and identify tactics for handling harassment situations.

· Work cooperatively, share responsibilities, accept supervision and assume leadership roles.

· Demonstrate cooperative working relationships and proper etiquette across gender and cultural groups.

· Understand the importance of good academic skills, critical thinking, and problem-solving skills in the workplace.

· Recognize the importance of good academic skills in information technology and implement a plan for self improvement as needed.

· Use mathematical concepts in application of skills, techniques and operations.

· Mathematical concepts

· Algebra concepts

· Binary numbers

· Additional higher-level math concepts as applicable

· Use scientific concepts in application of skills, techniques, and operations.

· General science concepts

· Physical science concepts

· Additional science concepts (biology, physics, and chemistry, as applicable)
· Read, write, and give directions.

· Demonstrate skills in technical reading and writing.

· Locate information from written and electronic sources, and identify strategies for evaluating their reliability and validity.

· Exhibit critical and creative thinking skills and logical reasoning skills, and employ these skills for problem solving.

· Work as a team member in solving problems.

· Diagnose the problem, its urgency, and its causes.

· Identify alternatives and their consequences.

· Explore possible solutions.

· Compare/contrast the advantages and disadvantages of alternatives.

· Determine appropriate action(s).

· Implement action(s).

· Evaluate results of action(s) taken.

· Understand principles of effective communication.

· Use communication concepts in application of skills, techniques, and operations.

· Prepare written material.

· Analyze written material.

· Understand and implement written instructions, from technical manuals, written communications, and reference books.

· Present a positive image through verbal and nonverbal communication, and understand the power of body language in communication.

· Demonstrate active listening through oral and written feedback.

· Give and receive feedback.

· Demonstrate assertive communications (both oral and written).

· Demonstrate proper etiquette in business communications, including an awareness of requisites for international communications (languages, customs, time zones, currency and exchange rates).

· Demonstrate writing/editing skills as follows:
· Write, proofread, and edit business correspondence.

· Use correct grammar, punctuation, capitalization, vocabulary and spelling.

· Select and use appropriate forms of technology for communication.

· Exhibit a proficiency in the use of reference books.

· Research, compose and orally present information for a variety of business situation utilizing appropriate technology.

· Understand occupational safety issues, including avoidance of physical hazards.

· Discuss and implement good safety practices, including the following:

· Personal

· Lab

· Fire

· Electrical

· Equipment

· Tools

· Interpretation of Material Safety Data Sheets (MSDSs)

· Environmental Protection Agency (EPA) 

· Occupational Safety and Health Administration (OSHA)

· American Red Cross Standards (ARC)

· Networking Safety Standards

· Apply sound ergonomic principles in organizing one's work space.

· Understand career paths and strategies for obtaining employment.

· Explore career opportunities and projected trends; investigate required education, training and experience; and develop an individual education plan.

· Identify steps for setting goals and writing personal goals and objectives.

· Examine aptitudes related to career options; relate personal characteristics and interests to educational and occupational opportunities.

· Develop a career portfolio, including the following documents:

· Job application

· Resume(s)

· Appropriate cover and follow-up correspondence

· Identify and demonstrate effective interviewing techniques.

· Understand and adapt to changing technology.

· Identify and explain how people, information, tools, machines, energy, capitol, physical space, and time influence the selection and use of networking technologies.

· Demonstrate the ability to use personal computers for loading and retrieving data, information gathering, measurements, and writing about and explaining computer networking.

· Identify the characteristics and explain the importance of adapting to changes, being flexible, and evaluating goals when working in the computer networking industry.

· Understand the importance of lifelong learning in adapting to changing technology.

· Understand the importance of ethics in information technology fields.

· Discuss social and ethical responsibilities attached to access to information.

· Discuss rights to privacy of individuals with regard to information.

· Understand that copyright violations are theft.

· Discuss copyright laws and distinguish copyright violations in a variety of situations.

· Demonstrate ethical choices in workplace situations.

· Distinguish between first amendment freedoms and access to information.
	

	2
	The Basics of Computing
	8

	
	· Demonstrate an understanding of the basics of computer hardware.

· Recognize, name, and state the purposes of all major components of a PC.

· Describe information flow in an idealized computer.

· Explain the relationship of NICs to PCs.

· Install a NIC into a PC.

· Compare PC components with laptop components.

· Demonstrate an understanding of the basics of computer software.

· Name the major parameters of software.

· Configure TCP/IP parameters that allow a PC to communicate with a network.

· Demonstrate web browser literacy.

· Troubleshoot common hardware and software problems.

· Demonstrate understanding of basic networking terminology.

· Define networks and networking.

· Give examples of data networks.

· Recognize the problems that have been solved by networking and the resulting need for standards.

· Define LAN.

· Define WAN.

· Demonstrate understanding of the binary number system.

· Explain how binary numbers represent alphanumeric data.

· Define the units that are used to measure quantity of information.

· Demonstrate ability to work with the base 10 (decimal) number system.

· Demonstrate ability to work with the base 2 (binary) number system.

· Convert decimal numbers to binary numbers.

· Convert binary numbers to decimal numbers.

· Demonstrate understanding of digital bandwidth.

· Define digital bandwidth in terms of bits, kilobits, megabits, and gigabits per second.

· Use three analogies to describe digital bandwidth.

· Explain the reason for different media bandwidths.

· Define data throughput and relate it to digital bandwidth.

· Perform simple calculations of data transfer.

· List five reasons for learning about bandwidth.
	

	3
	The OSI Model
	8

	
	· Demonstrate an understanding of a general model of communication in terms of layers.

· Describe how to use the concept of layers to analyze problems in the flow of materials and ideas.

· Describe source, destination, and data packet.

· Define medium.

· Define protocol.

· Describe the evolution of ISO networking standards.

· Demonstrate understanding of the OSI model.

· State the purpose of the OSI reference model.

· Identify each of the seven layers of an OSI model.

· Describe each of the seven layers of an OSI model.

· Define encapsulation.

· Identify data names at each layer (segment/packet/frame/bits) of the OSI model.

· Compare and contrast the OSI model with the TCP/IP model.

· Describe the importance of the TCP/IP model.

· Name and describe the layers of the TCP/IP model.

· Explain the protocol graph for TCP/IP.

· Compare the OSI model with the TCP/IP model, layer by layer.
	

	4
	Local Area Networks (LANS)
	12

	
	· Demonstrate understanding of basic LAN devices.

· Explain the concept of a topology.

· Describe the symbol, function, appearance, and OSI layer of computers, clients, servers, relational databases, and printers.

· Describe the symbol, function, purpose, and OSI layer of network interface cards (NICs) in a LAN.

· Describe the symbol, function, appearance, and OSI layer of media in a LAN.

· Describe the symbol, function, appearance, and OSI layer of a repeater, as it applies to a LAN.

· Describe the symbol, function, appearance, and OSI layer of a hub, as it applies to a LAN.

· Describe the symbol, function, appearance, and OSI layer of a bridge as it applies to a LAN.

· Describe the symbol, function, appearance, and OSI layer of a switch in a LAN.

· Describe the symbol, function, appearance, and OSI layer of a router in a LAN.

· Describe the symbol, function, appearance, and OSI layer of a cloud.

· Describe the symbol, function, appearance, and OSI layer of network segments.

· Demonstrate understanding of the evolution of network devices.

· Describe the evolution of networking devices as they relate to the evolution of computers.

· Describe specific milestones in the history of networking.

· Explain how the evolution of networking devices can be viewed as progressing through OSI layers.

· Demonstrate understanding of the basics of data flow through LANs.

· Explain encapsulation and packets.

· Explain packet flow through Layer 1 devices.

· Explain packet flow through Layer 2 devices.

· Explain packet flow through Layer 3 devices.

· Explain packet flow through clouds, and through Layer 1-7 devices.

· Describe the path of a data packet as it travels through all seven layers of a LAN.

· Demonstrate understanding of the building of LANs.

· Demonstrate readiness to build a small network.

· Demonstrate ability to build, configure, and share files on a 2-node network with a cross-connect cable.

· Demonstrate ability to build and configure a 4-node hubbed network with file-sharing capabilities.

· Demonstrate ability to build and configure a 4-node hubbed network with Internet access via an ISP.
	

	5
	Layer l: Electronics and Signals
	8

	
	· Demonstrate an understanding of the basics of electricity.

· Diagram and write a description of a helium atom, including electrons, protons, and neutrons.

· Explain the forces that create stable atoms.

· Diagram and write a description of static electricity.

· Describe electrical current, including specific conductors, semiconductors, and insulators.

· Define the following: voltage, current, resistance, AC, DC, impedance, circuit, and ground.

· Use the water analogy to diagram: voltage (water level), resistance (tap), and current (flowing water).

· Create graphs that compare AC & DC voltage and time.

· Label the axes and signals as they would appear on an oscilloscope.

· Demonstrate the construction of and test a simple series electrical circuit.

· Explain why and how networking equipment should be grounded.

· Demonstrate a working knowledge of electrical vocabulary.

· Demonstrate an understanding of the basics of digital multimeters.

· Demonstrate safe handling and use of the miltimeters.

· Use the miltlimeters to make resistance measurements.

· Use the miltimeters to make voltage measurements.

· Build a simple series circuit on which to perform measurements.

· Demonstrate the construction of a simple electrical communication system.

· Demonstrate basic understanding of signals and noise in communications systems.

· Compare and contrast analog and digital signals.

· Explain how digital signals can be built by analog signals.

· Recognize and define one bit on a physical medium.

· Explain propagation of network signals.

· Recognize and define attenuation as it applies to networking.

· Recognize and define reflection as it pertains to networking.

· Recognize and define noise.

· Recognize and describe the following timing issues: dispersion, jitter, and latency.

· Recognize and define collision.

· Explain the relationship of one bit to a message.

· Demonstrate basic understanding of the encoding of networking signals.

· Explain that throughout history messages (data) have been encoded for long distance communications.

· Describe modulation and encoding.

· Explain how messages can be encoded as voltages on copper.

· Explain how messages can be encoded as guided light.

· Explain how messages can be encoded as radiated EM waves.
	

	6
	Layer 1: Media, Connections and Collisions
	14

	
	· Demonstrate understanding of the most common LAN media.

· Explain the characteristics of STP.

· Explain the characteristics of UTP.

· Explain the characteristics of coaxial cable.

· Explain the characteristics of optical fiber.

· Explain why wireless communication requires no medium.

· Demonstrate understanding of cable specification and termination.

· Explain the need for LAN media specifications.

· Explain the importance of the EIA/TIA standards.

· Explain the details of EIA/TIA 568-B.

· Recognize a wide variety of networking media and terminations.

· Demonstrate the process of making and testing cable.

· Demonstrate cable testing (Ethernet 10Base-T EIA/TIA 568-B) on functional, intermittent, and faulty cables using a patch cable tester.

· Demonstrate how to make a straight-through patch cable (Ethernet 10Base-T RJ-45 568-B).

· Demonstrate how to make a console patch cable (Ethernet 10Base-T RJ-45 568-B).

· Demonstrate how to make a cross-connect cable (Ethernet 10Base-T RJ-45 568-B).

· Describe the features of an advanced cable tester.

· Perform cable identification experiments by using an advanced cable tester.

· Perform length experiments with an advanced cable tester.

· Demonstrate understanding of Layer 1 components and devices.

· Understand the importance of Ethernet 10Base-T.

· Recognize and state the purpose of connectors (plugs).

· Recognize and explain the purpose of cabling.

· Recognize and describe the purpose of jacks.

· Recognize and describe the purpose of patch panels.

· Recognize and describe the purpose of transceivers.

· Recognize and describe the purpose of repeaters.

· Recognize and state the purpose of multiport repeaters (hubs).

· Explain how all of these devices function at OSI Layer 1.

· Demonstrate understanding of collisions and collision domains in shared layer environments.

· Compare a shared media environment with other types of networks.

· Explain when and where collisions occur, and equate shared media environment with collision domain.

· Describe what happens to the signal in a collision.

· Explain why collisions are a natural function of shared media environments and collision domains.

· Explain the basic situation of shared access as a collision domain.

· Explain how repeaters extend collision domains.

· Explain how hubs extend collision domains.

· Explain how hubs and repeaters, together, form one large collision domain.

· Explain the four repeater rule.

· Describe three ways that segmentation of collision domains can be achieved.

· Explain the basic topologies used in networking.

· Explain what the word "topology" means in networking.

· Draw and explain the linear bus network topology.

· Draw and explain the ring network topology.

· Draw and explain the dual ring network topology.

· Draw and explain the star network topology.

· Draw and explain the extended star network topology.

· Draw and explain the tree network topology.

· Draw and explain the irregular network topology.

· Draw and explain the complete (mesh) network topology.

· Draw and explain the cellular network topology.
	

	7
	Layer 2: Concepts
	10

	
	· Demonstrate understanding of Layer 2 - LAN standards.

· Explain the purpose of Layer 2.

· Compare and contrast OSI Layers 1 and 2 with various LAN standards.

· Explain why two parts of the IEEE model appear to contradict the OSI model.

· Describe the function of the logical link control (LLC).

· Explain the purpose of the MAC sub layer.

· Recognize that LLC is only one of the four essential concepts of Layer

· Understand hexadecimal numbers in Layer 2 naming.

· Explain how hexadecimal numbers are used to represent MAC addresses.

· Demonstrate basic knowledge of a hexadecimal (hex) numbering system, including place, value, and exponents.

· Convert decimal numbers to hexadecimal numbers.

· Convert hex numbers to decimal numbers.

· Describe a variety of methods for working with hexadecimal and binary numbers.

· Understand MAC Addressing in Layer 2 naming.

· Explain how the data link layer requires identifiers for computers.

· Explain that in any networking device the unique identifier (MAC) resides on the NIC.

· Explain how the NIC is constantly sampling the cable for destination MAC addresses that match its own.

· Explain how Layer 2 addressing is partly done by encapsulation and decapsulation (relating it to the OSI model).

· Explain the main limitation of MAC addressing.

· Demonstrate understanding of framing.

· Explain why framing is necessary.

· Compare diagrams of bits and frames.

· Describe three analogies for frames.

· Diagram a generic frame.

· Describe how frames start.

· Describe the address fields of frames.

· Describe length/type fields of frames.

· Describe the data in frames.

· Describe three ways to deal with frame errors.

· Describe how frames end.

· Demonstrate understanding of media access control (MAC).

· Define media access control (MAC).

· List three analogies for media access control (MAC).

· Define deterministic media access control (MAC) protocols.

· Define non-deterministic (contention) media access control (MAC) protocols.

· Describe three specific technical implementations and their MAC.
	

	8
	Layer 2:  Technologies
	10

	
	· Explain the basics of token-ring.

· Give an overview of token-ring and its variants.

· Describe the token-ring frame format.

· Describe the token-ring media access control method.

· Describe token-ring signaling.

· Describe token-ring media and physical topologies.

· Demonstrate a basic understanding of FDDI.

· Give an overview of FDDI and its variants.

· Describe the FDDI format.

· Describe the FDDI media access control method.

· Describe FDDI signaling.

· Describe FDDI media.

· Demonstrate a thorough understanding of Ethernet and IEEE 802.3.

· Compare and contrast Ethernet and IEEE 802.3.

· Describe the Ethernet family tree.

· Describe the Ethernet frame format.

· Describe the Ethernet media access control method.

· Describe Ethernet signaling.

· Describe Ethernet 10Base-T media and topologies.

· Explain function and operation of Layer 2 devices.

· Describe NICs.

· Explain how NIC cards perform Layer 2 operations.

· Describe bridges.

· Explain how bridges perform Layer 2 operations.

· Describe switches.

· Explain how switches perform Layer 2 operations.

· Explain effects of Layer 2 devices on data flow.

· Explain Ethernet LAN segmentation.

· Explain segmentation of a collision domain by bridges.

· Explain segmentation of a collision domain by switches.

· Explain segmentation of a collision domain by routers.

· Explain segmentation by bridges, switches, and routers, in the teaching topology.

· Demonstrate a basic understanding of Ethernet 10Base-T troubleshooting.

· Diagram the process for troubleshooting workstations.

· Explain basic functions of network inspector (NI) software.

· Recognize signs of possible network troubles and apply the isolation process.

· Use NI software to perform timed troubleshooting of Ethernet networks with multiple-induced Layer 2 problems.

· Perform timed troubleshooting of Ethernet networks with unknown problems.
	

	9
	Design and Documentation
	10

	
	· Explain the process of planning structured cabling for wiring closets.

· Identify specifications for wiring closets.

· Identify potential wiring closets.

· Select a wiring closet.

· Explain the process of planning structured cabling for horizontal and backbone cabling.

· Select horizontal and backbone cabling.

· Identify electricity and grounding issues.

· Identify cabling and grounding issues.

· Apply design principles in workplace situations.

· Identify network power supply issues.

· Identify power line problems.

· Explain surge suppressors and UPS functions.

· Demonstrate basic understanding of network design and documentation issues.

· Explain some of the issues of network design.

· Explain how to start designing a network.

· Explain a general network design process.

· Describe the documents that are required for a network design.

· Give an overview of wiring closet selection, MDF/IDF selection, and power supply issues.
	

	10
	Structured Cabling Project
	20

	
	· Explain how to plan the project.

· Describe network installation safety procedures.

· Describe network documentation, both planning and as-built documents.

· Describe the optimal functioning of a network installation team.

· Schedule the work flow.

· Schedule the materials flow.

· Demonstrate stringing, running, and mounting cable.

· Demonstrate RJ-45 jack and outlet installation.

· Identify EIA-TIA 568-B standards.

· Describe a jack (as specified by EIA/TIA 568-B) for a telecommunications outlet.

· Explain how to mount an RJ-45 jack.

· Explain how to surface-mount an RJ-45 jack.

· Describe some of the advantages of surface-mounting an RJ-45 jack.

· List some of the factors that you should consider before flush-mounting an RJ-45 jack.

· Explain how to flush-mount a jack in drywall.

· Explain how to flush-mount a jack in plaster.

· Explain how to flush-mount a jack in wood.

· Explain how to flush-mount a jack in a wall.

· Describe the procedure for placing the copper wires of the cable into the jack.

· Describe the procedure for punching the wires down into the jack.

· Demonstrate RJ-45 jack and outlet installation.

· Demonstrate a basic understanding of cable installation.

· Describe the basics of installing UTP cable.

· Describe the proper method for documenting cable runs.

· List specifications provided by EIA/TIA-606 for labeling cable.

· Describe the kind of labels that should be used.

· Describe the process for preparing cable for routing and labeling.

· Describe when and how cable is labeled at the opposite end.

· Explain the installation of structured cable runs.

·   Describe the easiest procedure for routing cable.

·   Describe how to mount cable in raceway.

·   Describe how to determine whether a cable can be routed in existing raceway.

·   List the personal safety precautions you must take before you install cable.

·   List the safety precautions you should take to ensure the safety of the building.

·   Describe the process for supporting horizontal cabling in an attic, or a room that has a dropped ceiling.

·   Describe how to string cable in an attic or a room that has a dropped ceiling.

·   Describe how to fish cable through from above a wall.

·   Describe how to fish cable from below a wall.

· Demonstrate a basic understanding of wiring closets and patch panels.

· Define wiring closet.

· Explain whether or not a network can have more than one wiring closet.

· Describe where the horizontal cabling runs are connected in the wiring closet.

· Describe the structure of a patch panel.

· Describe how the wires are laid down on a patch panel.

· Describe how wires are punched down on a patch panel.

· Describe how to mount a patch panel.

· Identify the range of equipment for testing structured cabling projects.

· Describe the procedure for testing cable that has already been installed.

· Explain how you would know that a network is operating correctly.

· Describe any special equipment or training needed to test cable.

· Identify the function of cable testers and explain what they measure.

· Explain how a cable tester measures distance.

· Explain how to use distance measurements to determine whether there are good connections at patch panels and telecommunications outlets.

· Explain how a cable tester can detect whether an installer has connected wires, in reverse order, to a plug or jack.

· Explain why a wire map will not detect split pairs.

· Describe how a cable tester measures signal attenuation.

· Describe causes of near-end crosstalk.

· Describe the types of problems that a noise level test can detect.

· Explain how a cable tester can locate sources of outside interference.

· Demonstrate cable testing procedures.
	

	11
	Layer 3: Routing and Addressing
	12

	
	· Explain why it is necessary to have a network layer.

· Explain why identifiers (names) are not enough for full connectivity.

· Identify the needs for multiple networks: segmentation and autonomous systems.

· Explain why there is a need for communication between separate networks.

· Illustrate network-to-network connection Layer 3 devices and other devices.

· Explain path determination.

· Define path determination.

· Describe addressing as a function of the network layer and as a way to achieve routing.

· Explain the importance of the Layer 3 function that enables computer mobility.

· Compare and contrast flat and hierarchical addressing.

· Explain the purpose and operation of IP addresses within the IP header.

· Diagram the network layer datagram.

· Describe the fields in the network layer.

· Identify the source and destination fields in an IP header, and explain their purposes.

· Define an IP address as a 32-bit binary number.

· Identify the component fields of an IP address.

· Explain and work with IP address classes.
· Identify classes of IP addresses.

· Explain why binary IP addresses appear as decimal numbers.

· Review binary-to-decimal and decimal-to-binary conversions.

· Convert decimal IP addresses to their binary equivalents.

· Convert binary IP addresses to their decimal equivalents.

· Explain the purpose of reserved address space.

· Explain the existence of network ID and broadcast address.

· Identify network ID.

· Compare network ID's to zip codes.

· Identify broadcast address.

· Compare and contrast broadcast addresses to bulk mailings.

· Explain the number of hosts that are on different classes of IP addresses.

· Demonstrate a basic understanding of subnetting.

· Explain why classical IP addressing is inefficient.

· Define subnetwork.

· Identify one reason for using subnetwork.

· Define subnet mask.
· Perform the Boolean operations AND, OR, and NOT.

· Perform the AND function, as a router would, to obtain the network number, given the complete IP address and subnet mask.

· Explain how to create a subnet.

· Identify the range of bits that can be borrowed to create subnets.

· Explain how the subnet mask determines the size of the subnetwork.

· Compute the number of subnets, given a subnet mask and IP address.

· Compute the number of hosts per subnetwork, given a subnet mask and IP address.

· Perform a Boolean AND operation to compute a network number.

· Illustrate an IP configuration on a network diagram.

· Optimize host/subnet schemes.

· Explain private addresses.
	

	12
	Layer 3: Routing Protocols
	12

	
	· Identify the characteristics of Layer 3 devices.

· Define the term "router" and explain why it is a Layer 3 device.

· Explain that routing uses Layer 3, not Layer 2, addresses.
· Describe the purpose of a router.

· Explain that each router interface attaches to a unique network.

· Explain how network layer services are used to achieve network-to-network communications.

· Describe how an end station can obtain an IP address.

· Describe the DHCP initialization sequence.

· Identify the key components of IP.

· Describe the function of the address resolution protocol (ARP).

· Describe ARP operation within a subnet.

· Demonstrate an understanding of advanced ARP concepts.

· Describe a default gateway.

· Identify two problems associated with sending data to nodes on different subnets.

· Explain how ARP sends data to remote networks.

· Describe the operation of proxy ARP.

· Flowchart four important Layer 3 processes.

· Explain routable protocols.

· Define routed protocol.

· Name three routed protocols.

· Name some routable and non-routable protocols.

· Describe the characteristics of a routable protocol.

· Explain routing protocols.

· Explain that routers use routing protocols to communicate network information to each other.

· Define routing protocol.

· Describe the sequence of encapsulation during routing.

· Describe multi-protocol routing.

· Explain the function of other network layer services in Internet communication.

· Describe connectionless network services.

· Describe connection-oriented network services.

· Contrast connectionless and connection-oriented network processes.

· Explain how router ARP tables differ from ARP tables kept by other networking devices.

· Describe the other addresses that are contained in router tables.

· Describe what happens when a device does not know the MAC address of the router it wants to use to perform indirect routing services.

· Explain what occurs when a subnetwork device does not know the destination MAC address of a device on another subnetwork.
· Explain when a device would need to search for a router.

· Demonstrate understanding of RIP and IGRP.

· Describe the difference between routed protocols and routing protocols.

· Describe the difference between IGPs and EGPs.

· Define RIP and explain how it works.

· Define IGRP and EIGRP.

· Define OSPF.

· Explain how routers recognize networks.

· Describe examples of static routing.

· Describe an example of dynamic routing.

· Explain how routers would use RIP to route data through a network.

· Demonstrate understanding of protocol analyzer software.

· Explain function of protocol analyzer software.

· Use protocol analyzer software.
	

	13
	Layer 4: The Transport Layer
	8

	
	· Demonstrate understanding of Layer 4, the transport layer.

· Explain the purpose of Layer 4.

· Use analogies to explain Layer 4 functions.

· Describe the general form of Layer 4 protocols.

· Compare and contrast TCP and IP.

· Demonstrate understanding of TCP and UDP.

· Describe the general form of TCP.

· Describe TCP segment format.

· Describe the general form of UDP.

· Describe UDP segment format.

· Identify TCP connection methods.

Explain port numbers.

· Describe a three-way handshake/open connection.

· Describe simple acknowledgment.

· Describe sliding windows.

· Explain sequence and acknowledgment numbers.
	

	14
	Layer 5: The Session Layer
	6

	
	· Give an overview of the session layer.

· Explain the session layer in simple terms of analogies (like dialogues).

· Understand the process of dialogue control and dialogue separation, including both major and minor synchronization.

· Recognize the following as layer 5 protocols: NFS, SQL, RPC, X-Window, ASP, and SCP
	

	15
	Layer 6: The Presentation Layer
	6

	
	· Demonstrate a basic understanding of the presentation layer.

· Explain the presentation layer in simple terms.

· Give an overview of the presentation layer.

· Recognize data format.

· Describe file formats.

· Describe graphics formats.

· Describe multimedia formats.

· Describe markup language formats.

· Explain data encryption.

· Describe data compression.
	

	16
	Layer 7: The Application Layer
	6

	
	· Demonstrate understanding of client-server applications.

· Explain the client-server illustration, "downloading files.”

· Explain client-server web request response.

· Describe client-server file storage and client-server print operation.

· Describe the process of making and breaking a connection.

· Demonstrate understanding of domain name services.

· Explain IP address packet transfer/ with IP tables.

· Interpret DNS tables.

· Describe a network DNS server.

· Describe the DNS lookup sequence.

· Identify various network and Internet applications.

· Explain e-mail as an application layer example.

· Explain the post office analogy for e-mail.

· Describe the format of an e-mail message.

· Describe the function of a DNS.

· Relate e-mail to servers.

· Discuss e-mail security.

· Relate e-mail to encapsulation and the OSI model.

· Discuss mail server functions.

· Explain how Telnet works.

· Explain FTP as an application layer example.

· Explain the purpose of FTP.

· Describe how FTP works.

· Explain HTTP as an application layer example.

· Explain the purpose of HTTP.

· Describe hyperlinks.

· Describe a URL.

· Describe the process of Web page transfer.

· Explain redirectors as an application layer example.

· Define redirector.

· Describe how redirector works.

· Demonstrate a basic understanding of the application layer.

· Explain the purpose of the application layer.

· Compare a Web browser to a TV remote control.

· Explain how a remote control + a TV + a VCR are like a network file server + a client.
	

	
	Total Semester 1
	180

	
	CISCO 2
	

	17
	Networking Review
	10

	
	· Explain the tasks and goals of a network manager/administrator.

· Demonstrate understanding of a wide variety of network users’ needs and demands.

· Define protocol and its importance in networking.

· Describe the process of communication between the seven layers.

· Describe protocol data units and data encapsulation.

· Define and describe bits, frames, packets, and segments.
	

	18
	OSI Model
	16

	
	· Demonstrate an understanding of the OSI Model standards and the function of the7 layers.

· Application layer and the application of those functions at the computer network or Internetwork layers

· presentation layer and the various standards applied  to the presentation layer

· session layer and the protocols/interfaces appropriate  to the layer

· transport layer, including each of the following:

· Segments

· Establishing connections

· Flow control

· Data transfer

· Windowing

· Error recovery

· Acknowledgment

· Demonstrate an understanding of the data link sublayers by identifying and defining the following:

· Data logical link control (LLC)

· Service access points (SAPs)

· Physical layer

· Data link layer

· Demonstrate an understanding of LAN technologies.
· Ethernet/IEEE standard 802.3 as applied to Physical Layer topology

· Interface (AUI)

· Broadcast

· Multicast

· Unicast

· Operation

· Termination

· Demonstrate an understanding of the Ethernet frames, including the following:

· Describe a preamble.

· Identify and locate destination/source physical address.

· Describe the criteria for judging the contents of the following:

· Type

· Data

· Frame check sequence field

· Demonstrate an understanding of addressing schemes, including the following:

· MAC address function and construction

· Address Resolution Protocol (ARP) function and process

· Demonstrate an understanding of Ethernet reliability.

· Name and identify network standards applicable to Ethernet reliability.

· Define and describe the concept of reliability.

· Identify and describe CSMA/CD applicability to reliability.

· Define and describe use of timers.

· Demonstrate an understanding of the evolution of Ethernet options.

· Define and describe token ring topology.
· Define and describe a token ring physical layer.

· Identify and describe a token ring interface.

· Describe token ring operation.

· Describe token ring frame.
· Discuss access control field.

· Describe and identify a priority field.

· Describe and identify a reservation field.

· Define and discuss active monitor.

· Apply previously learned understandings of routers, fiber optic cables, and ring topology to LAN technologies of Ethernet and token ring topologies.

· Demonstrate an understanding of network reliability.

· Define and describe frame status field - A bit.

· Describe and define copied - C bit.

· Define and demonstrate an understanding of the concepts of fiber distributed data interface (FDDI).

· Describe the physical layer topology process used by a router.

· Describe the process of using a dual attachment stat (DAS).

· Describe and apply a single attachment stat (SAS).

· Describe FDDI interface.

· Define and describe FDDI operation.

· Describe and demonstrate reliability, and FDDI monitor all stations.

· Demonstrate an understanding of how reliability and FDDI identify a failure domain.

· Demonstrate an understanding of the application of WAN standards to the following:

· Physical layer

· Data terminal equipment

· Data circuit - terminating equipment

· Data link layer/encapsulation

· Path determination
· Network layering

· Given a statement of network needs, identify and evaluate the routing protocols based on those needs.
	

	19
	Protocol Network Addressing
	30

	
	· Define and describe the purposes of other protocol network addressing.

· Describe the role of the network administrator.

· Discuss the relationship between addressing and routing.

· Demonstrate an understanding of routes.

· Define, describe, or illustrate a static route.

· Describe or illustrate dynamic route.

· Describe the purpose of routed protocols.

· Define, describe, and write a routing protocol.

· Define and describe the purpose and function of multiprotocol routing.

· Describe and illustrate the process and function of reliability in routing IP addresses.

· Apply metric values to routing.

· Identify and describe a metric value.

· Describe dynamic routing.

· Describe hybrid routing.

· Describe and illustrate integrated routing.

· Compare and apply previously learned content to the following:

· Static routes

· Dynamic routes

· Path selection

· Demonstrate an understanding of TCP/IP network layer addressing.

· Describe and do a TCP/IP network layer address.

· Describe and illustrate a host address.

· Describe the process used to identify an A, B, C, D class.

· Apply network protocols to an identified problem.
	

	20
	Routing Schemes
	40

	
	· Demonstrate an understanding of dynamic routing.

· Define and describe the function of distance vectors.

· Define and describe distance vector convergence.

· Demonstrate an understanding of the concept of time to convergence.

· Define and describe update topology changes.

· Define and describe routing loops.

· Define and describe the function of each of the following convergence processes:

· Counting to infinity
· Defining a maximum

· Split horizon
· Route poisoning

· Holddown timers

· Define and describe the function of a link state.

· Describe and conduct a network discovery.
· Describe the purpose of link state packets.

· Define the functions of a shortest path first application.

· Conduct an open shortest path first (OSPF).

· Define and describe the process of updating topology changes.

· Define and demonstrate an understanding of link state updates.

· Demonstrate an understanding of the processes used for the following:

· Synchronizing large networks

· Router start-up

· Partitioning regions

· Applying link state mechanisms
· Frequency of updates

· Multicast updates

· Hierarchies

· Demonstrate an understanding of the importance, use, and selection of media.

· Define the various types of media.

· Describe the various purposes of each type of media.

· Describe the advantages and disadvantages of each type of media.

· Demonstrate an understanding of the problems and solutions associated with LAN to LAN routing.

· Identify, analyze, and solve problems associated with LAN to LAN routing.

· Identify, analyze, and solve problems associated with LAN to WAN routing.

· Identify, analyze, and solve problems associated with layer decapsulation.

· Identify, analyze, and apply solutions to EMI and RFI problems using cancellation and shielding.

· Identify, analyze, and solve problems using cancellation.

· Identify, analyze, and solve problems using shielding.

· Demonstrate an understanding of the factors involved in selecting the appropriate user interfaces by discussing advantages/disadvantages of the following:

· User mode

· User password

· User mode command list

· Log-in router

· Privileged mode

· Enabling password

· Privilege mode command list

· EXEC commands

· Context-sensitive help

· Editing commands

· Reviewing command history

· Apply various standards to the selection of external configuration sources.

· Identify, describe the function of, and determine the standard appropriate to selecting each of the following:

· Console terminal

· Modem through auxiliary port

· Virtual terminals

· Identify, describe the function of, and determine the standard appropriate to making decisions about the following internal configuration components:

· RAM/DRAM

· NVRAM

· Flash

· ROM

· Interfaces

· Identify, describe the function of, and determine the appropriate use of each of the following router modes:

· User EXEC mode

· Privileged ESEC mode

· SETUP mode

· Global configuration mode

· RXBOOT mode

· Router status commands

· Apply understanding of network protocols to other (non-Cisco) routers.
	

	21
	Network Architecture
	36

	
	· Demonstrate an understanding of network architecture by identifying the function and appropriate use of the following:
· CISCO discovery protocol

· CDP neighbors

· Telnet

· Demonstrate an understanding of the processes used in the testing of a network.

· Describe the various processes used to determine when and why to test.

·  Design and conduct a test of a network layer.

· Select the appropriate ping command.

· Select the appropriate trace command.

· Show the appropriate IP route command.

· Demonstrate an understanding of LAN design by testing a network in the laboratory through the following:

· Apply the process for remote access to a router.

· Apply the process for using CDP, and analyze the information gained from CDP.

· Apply the process to telnet.

· Apply the process to test each of the following layers:

· Application

· Network

· Data link

· Physical

· Evaluate what worked and what did not.

· Apply solutions as appropriate.

· Demonstrate an understanding of the concepts of testing data link/physical layers.

· Define, describe, and recognize the following:

· Carrier detect message

· Keepalive message

· Show interface serial command

· Debug command

· Logging message

·  Describe the purpose and function of setup.

· Describe the process of system setup.

· Write the startup sequence correctly; using setup mode, identify, describe, and conduct the following:

· Password/security

· Global parameters

· Interface parameters

· Describe and apply the process of system setup.

· Describe and apply the process of system startup.

· State the advantages and disadvantages of system startup and system setup.
	

	22
	Router Configuration Files
	48

	
	· Define and describe router configuration files.

· Describe the use of a remote terminal console.

· State the advantages and disadvantages of using a network TFTP server.

· State or list the standards for NVRAM applications.

· Describe the process for configuring from TFTP server.

· Identify and describe the process for configuring from NVRAM.

· State the sequence used in startup mode.

· Describe the process used in setup mode.

· Describe the process for each of the following:

· User EXEC mode

· Global configure mode

· IP routing protocol mode

· Interface configure mode

· Demonstrate an understanding of configuration methods through the following:

· Apply privileged EXEC mode to manage configuration files.

· Apply configuration methods to control router passwords and router identification.

· Demonstrate an understanding of TFTP server control.

· Identify and describe the process for locating CISCO IOS software.

· Describe the process for and perform NVRAM-default source.

· State the advantages and disadvantages of boot field settings.

· Describe the process for locating commands information software on router.

· State the advantages and disadvantages of using bootstrap options to locate flash memory, network server, and ROM.

· Describe the process for preparing TFTP server for the following:

· Showing flash commands

· Naming conventions

· Describe the process for creating image software backup.

· Describe the process for upgrading the image from NET.

· Describe the process for loading image software backup.

· Apply commands to locate CISCO IOS software.

· Apply the process for backing up and upgrading software image.

· Identify and describe the use and function of Transmission Control Protocol/Internet Protocol, and define and identify the following:

· Application layer protocols
· TCP/IP functions

· Transport layer protocols

· Define and describe TCP.

· Segment

· Port numbers

· Acknowledgments

· Sliding window

· Demonstrate an understanding of UDC.

· Define and describe UDC segment.

· Define and describe network layer.

· Demonstrate an understanding of the process for Internet protocols (IP).

· Identify and describe datagram.

· Describe protocol field

· Describe the role of ARP and RARP in IP.

· Describe the process for identifying a subnet mask:

· Without subnets

· With subnets

· Describe IP addresses, including the following:

· IP classes

· IP bit patterns

· IP host addresses with subnets

· IP addresses without subnets

· Describe and write decimal equivalents of bit patterns.

· Demonstrate an understanding of the process for subnet planning.

· Identify, describe, and locate a broadcast address.

· Directed

· Flooding

· Demonstrate an understanding of the process for configuring IP addresses, using the following:

· Host names

· Server configuration name

· System name

· IP addressing verification of the following:

· Telnet

· Ping simple

· Ping extended

· Trace

· Apply previously learned concepts to configure IP addresses.

· Demonstrate an understanding of IP addressing.

· Verify IP addresses.

· Complete an initial router configuration.

· Use IP routing protocol to create an internetwork with RIP and IGRP.
	

	
	Total Semester 2
	180

	23
	Work-Based Learning (apply information technology skills in workplace settings)
	240

	
	Total Classroom Hours Semester 1 & 2
	360

	
	Total Hours
	600

	
	
	

	
	Levels 3 & 4
	

	1
	Career Preparation Standards
	30

	
	· Understand how personal skill development--including positive attitude, honesty, self-confidence, time management, and other positive traits--affect employability.

· Demonstrate an understanding of classroom policies and procedures.

· Discuss importance of the following personal skills in the business environment:

· Positive attitude

· Self-confidence

· Honesty

· Perseverance

· Self-management/work ethic

· Pride in product/work

· Dependability

· Identify acceptable business attire.

· Establish goals for self-improvement and further education/training.

· Prioritize tasks and meet deadlines.

· Understand the importance of initiative and leadership.

· Understand the importance of lifelong learning in a world of constantly changing technology.

· Understand principles of effective interpersonal skills, including group dynamics, conflict resolution and negotiation.

· Identify and discuss behaviors of an effective team.

· Explain the central importance of mutual respect in workplace relations.

· Discuss and demonstrate strategies for conflict resolution and negotiation, and explain their importance within the business environment.

· Understand laws that apply to sexual harassment in the workplace, and identify tactics for handling harassment situations.

· Work cooperatively, share responsibilities, accept supervision and assume leadership roles.

· Demonstrate cooperative working relationships and proper etiquette across gender and cultural groups.

· Understand the importance of good academic skills, critical thinking, and problem-solving skills in the workplace.

· Recognize the importance of good academic skills in information technology and implement a plan for self-improvement as needed.

· Use mathematical concepts in application of skills, techniques and operations.

· Mathematical concepts

· Algebra concepts

· Binary numbers

· Additional higher-level math concepts as applicable

· Use scientific concepts in application of skills, techniques, and operations.

· General science concepts

· Physical science concept

· Additional science concepts (biology, physics, and chemistry, as applicable)

· Read, write, and give directions.

· Demonstrate skills in technical reading and writing.

· Locate information from written and electronic sources, and identify strategies for evaluating their reliability and validity.

· Exhibit critical and creative thinking skills and logical reasoning skills, and employ these skills for problem solving.

· Work as a team member in solving problems.

· Diagnose the problem, its urgency, and its causes.

· Identify alternatives and their consequences.

· Explore possible solutions.

· Compare/contrast the advantages and disadvantages of alternatives.

· Determine appropriate action(s).

· Implement action(s).

· Evaluate results of action(s) taken.
· Understand principles of effective communication.

· Use communication concepts in application of skills, techniques, and operations.

· Prepare written material.

· Analyze written material.

· Understand and implement written instructions, from technical manuals, written communications, and reference books.

· Present a positive image through verbal and nonverbal communication, and understand the power of body language in communication.

· Demonstrate active listening through oral and written feedback.

· Give and receive feedback.

· Demonstrate assertive communications (both oral and written).

· Demonstrate proper etiquette in business communications, including an awareness of requisites for international communications (languages, customs, time zones, currency and exchange rates).

· Demonstrate writing/editing skills as follows:

· Write, proofread, and edit business correspondence.

· Use correct grammar, punctuation, capitalization, vocabulary and spelling.

· Select and use appropriate forms of technology for communication.

· Exhibit a proficiency in the use of reference books.

· Research, compose and orally present information for a variety of business situations utilizing appropriate technology.

· Understand occupational safety issues, including avoidance of physical hazards.

· Discuss and implement good safety practices, including the following:

· Personal

· Lab

· Fire

· Electrical

· Equipment

· Tools

· Interpretation of Material Safety Data Sheets (MSDSs)

· Environmental Protection Agency (EPA)

· Occupational Safety and Health Administration (OSHA)

· American Red Cross Standards (ARC)

· Networking Safety Standards

· Apply sound ergonomic principles in organizing one's work space.

· Understand career paths and strategies for obtaining employment.

· Explore career opportunities and projected trends; investigate required education, training and experience; and develop an individual education plan.

· Identify steps for setting goals and writing personal goals and objectives.

· Examine aptitudes related to career options; relate personal characteristics and interests to educational and occupational opportunities.

· Develop a career portfolio, including the following documents:

· Job application

· Resume(s)

· Appropriate cover and follow-up correspondence

· Identify and demonstrate effective interviewing techniques.

· Understand and adapt to changing technology.

· Identify and explain how people, information, tools, machines, energy, capitol, physical space, and time influence the selection and use of networking technologies.

· Demonstrate the ability to use personal computers for loading and retrieving data, information gathering, measurements, and writing about and explaining computer networking.

· Identify the characteristics and explain the importance of adapting to changes, being flexible and evaluating goals when working in the computer networking industry.

· Understand the importance of lifelong learning in adapting to changing technology.

· Understand the importance of ethics in information technology fields.

· Discuss social and ethical responsibilities attached to access to information.

· Discuss rights to privacy of individuals with regard to information.
· Understand that copyright violations are theft.

· Discuss copyright laws and distinguish copyright violations in a variety of situations.

· Demonstrate ethical choices in workplace situations.

· Distinguish between first amendment freedoms and access to information.
	

	2
	Switches
	50

	
	· Demonstrate an understanding half-duplex Ethernet design.

· Define and apply RX (receive) and TX (transmit) method of transmission.

· Demonstrate the use of carrier sense multiple access/ collision detect (CSMA/CD) applications to collision detection.

· Explain the concepts of congestion and bandwidth and their application to switched Ethernet LAN’s.

· Demonstrate the increase capabilities of applications when segmenting with LAN switches.

· Define switches application to larger files.

· Explain the OSI model level as it is applied when there is an increase in the number of files, users.

· Explain the function of a switch in propagation delay (latency).

· Summarize micro-segmentation as it relates to Ethernet transmission times.

· Explain how switches operate when dealing with distance and attenuation issues.

· Design a plan to decrease latency with switches when repeaters are present.

· Understand and define a full duplex Ethernet network.

· Demonstrate the functions involved in analyzing bi-directional traffic, and understand collision-free traffic.

· Explain the operation of a full duplex Ethernet and summarize the typical inherent problems associated with full operation.

· Design a plan that improves LAN performance which illustrates the processes LAN switches use to learn addresses; include the following in the illustration or be able to explain and/or demonstrate the following concepts in the plan:

· Segmenting

· Segmenting steps

· Dynamic steps

· Using the concepts of segmentation and collision domains solve a problem related to the low latency of LAN switches.

· Recommend a method for applying the processes of segmenting using bridges to increased bandwidth.

· Create a virtual circuit.

· Define and describe the benefits of the following:

· Switching

· Symmetric switching

· Asymmetric switching

· Demonstrate the process of segmenting using bridges and the effect on the following:

· OSI model level

· Operation

· Increased latency

· Define and demonstrate the function, operation, and types of memory buffer.

· Explain and demonstrate segmenting using routers and the respective effect on the following:

· OSI model level

· Function

· Increased latency with routers operation
· Compare and contrast the two types of memory buffer:

· Port-based memory buffer

· Shared memory buffer (dynamic)

· Compare and contrast the following switching methods; explain the advantages of the following:

· Store and forward

· Cut-through

· Summarize spanning tree protocol, and explain the operation and function of spanning tree protocol as it involves the following:

· Loops

· Bridge protocol data units with STP advantages

· Compare and contrast the advantages and disadvantages of using half-duplex Ethernet and full duplex Ethernet.

· Recommend a solution to a problem that requires the application of either a half-duplex Ethernet or a full duplex Ethernet; defend the recommendation.
	

	3
	Virtual LANs (VLANs)
	50

	
	· Define and explain the functions and benefits of a VLAN.
· Explain the uses of switches in VLANs.

· Demonstrate reorganizing user locations in VLANs; explain the process used.

· Describe the advantages of using a VLAN.

· Set up a VLAN.

· Summarize the process used.

· Paraphrase the benefits.

· Define and describe the operation of frame filtering by switches.

· Define and explain the operation of firewall segmentation for broadcast.

· Compare and contrast the advantages of using firewall segmentation for broadcast.

· List and summarize the IEEE 802 VLAN standards.
· Describe and discuss the operation and advantages of frame tagging.

· Explain the benefits and operation of broadcast domains in VLANs.

· Define and describe the process used to lower the number of broadcast storms.

· Summarize the operation and benefits of using legacy hubs.

· State a typical problem in which controlling the broadcast domain size is the solution; explain the solution.
· Explain the operation of VLAN network security.

· Describe and be able to identify the processes used to transport VLANs across backbones.

· Given a scenario in which VLANs are transported across backbones, describe how each of the following contribute transport:

· Segmentation

· Number of users

· Access lists

· Compare and contrast the initial configuration and configuration changes involved in the following:

· Port-centric VLANs

· Dynamic VLANs
	

	4
	LAN Design
	50

	
	· Define and explain each of the LAN design goals of the following:

· Functionality

· Scalability

· Adaptability

· Manageability

· Design a local area network and justify and/or document the decisions made about each of the following design characteristics:

· Design methodology.
· Analyze requirements and document.

· Identify and justify decisions concerning business issues.

· Identify and justify decisions concerning technology issues.

· Identify and justify decisions concerning administrative issues.

· Develop a LAN using both a star and extended star topology.

· Document the IP addressing scheme.

· Set up a VLAN implementation plan.

· Gather and analyze network requirements.

· Analyze and document customer’s LAN requirements.

· Write and state the customer’s problem.

· Design a network.

· Describe and document the criteria used to address the following:

· Speed

· Expansion

· Document the purpose and source of the devices chosen for layer two; specify and justify bridges and switches used.

· Document the purpose and source of the devices chosen for layer three; specify and justify routers used.

· Define and state the purpose and document server choice:

· Enterprise

· Workgroup

· Documentation must include illustrations and justifications for the each of the following:

· Physical layer(s)
· Logical application
· Addressing maps

· State and justify reasons for documentation

· Explain path determination in network layer, and describe and identify the differences in router function and network layer function.

· Compare and contrast network addresses and host addresses in network layer addressing.
· Configure IGRP Protocols using the following:

· Global tasks

· Interface tasks

· Demonstrate IGRP configuration tasks.

· Define and summarize the purpose of routed versus routing protocols.

· Demonstrate network layer protocol operation.

· Do a multiprotocol routing.

· Define and explain the difference in operation of static versus dynamic protocol routing.

· Demonstrate typology changes.

· Define and conduct a dynamic routing operation, and identify, write, and document the resultant metrics changes.

· Compare and contrast the various classes of routing protocols including the following:

· Distance vector

· Hybrid

· Link state

· Explain convergence and be able to define and document when it occurs.

· Define and be able to identify and document when the following types of IP routing occurs:

· Static routes

· Default routes

· Dynamic routing

· Define and give the purpose and operational characteristics of the following:

· Autonomous system

· Internal/external routing protocol

· IGRP
· Illustrate and explain composite metric.
	

	5
	Access Control Lists
	40

	
	· Define and describe the purpose and operation of the following:

· Standard access lists

· Extended access lists

· Create a list of deny/permit tests; explain the difference.

· Define and explain the function and operation of wildcard masks bits.

· Create an access list that illustrates configuration commands including global statements and interface commands.

· Summarize how to identify access lists.

· Explain and conduct the processes involved for testing packs with access lists.

· Create an IP access list using the following:

· Wildcard mask bits

· Wildcard any

· Wildcard host

· Configure IP with standard access.

· Configure extending IP with access lists using named IP access list.

· Document location of IP access list.
	

	6
	Novell IPX
	40

	
	· Explain the features of Cisco routers used in a Novell network.

· Discuss the difference between Novell IPX and other networks.

· Compare the features of Novell NetWare with known non-Novell NetWare.

· Configure a Novell network using Novell IPX addresses.

· Network number

· Network node

· Explain the process of determining IPX addresses.

· Illustrate the operation of distance vector routing protocols.

· Define and explain the purpose and the dynamic of SAP broadcast.

· Name, define, and summarize Cisco encapsulation names.

· Conduct a Novell RIP routing.

· Configure a Novell IPX network using the following:

· Global tasks

· Interface tasks

· Verify an IPX operation by monitoring the following: (document the monitoring activities)

· Routing tables

· IPX servers

· IPX traffic

· Troubleshoot an Novell network documenting the following:

· IPX routing

· IPX SAP
	

	7
	Wide Area Networks (WAN)
	50

	
	· Understand the basics of WANs including common WAN technologies, types of wide area services, encapsulation formats, and link options.

· Understand and describe the purpose of WANs.

· Describe the various WAN devices.

· Understand and be able to apply the standards in WANs.

· Understand and apply WAN operation at the physical layer.

· Understand and apply WAN operation at the data link layer.

· Understand and interface with WAN service providers.

· Understand using WAN services with routers.

· Understand WAN encapsulation formats, including the following:

· Protocols

· Serial line encapsulation

· High-level data link control (HDLC)

· Point-to-point protocol (PPP)

· Understand WAN link options, including the following:

· Standards/capacities

· Dedicated

· Switched

· Dial on demand

· Understand the process and considerations for designing a hierarchical model of a WAN.

· Understand the process for gathering data about the needs of the user; gather user data.

· Understand the benefits of using a hierarchical design model.

· Understand the three layers of the hierarchical model and their functions.

· Describe placement of integrated services data network (ISDN) and frame relay.

· Understand the impact on traffic of placement of the enterprise and workgroup servers.

· Design a hierarchical WAN model.

· Implement a hierarchical WAN model.
	

	8
	Point-To-Point Protocol (PPP)
	30

	
	· Understand the components, process, and operation of PPP communication.

· Understand the basic components defining PPP communication.

· Describe PPP's connection negotiation process.

· Understand the use of link control protocol (LCP) and network control protocol (NCP) frames in PPP.

· Understand the process for configuring and verifying PPP.

· Negotiate a PPP connection.

· Configure and verify a PPP connection.
	

	9
	Integrated Services Digital Network (ISDN)
	10

	
	· Understand the services, standards, components, operation, and configuration of ISDN communication.

· Understand and articulate why ISDN is used.

· Understand and be able to describe the special services offered by ISDN communication.

· Understand and apply the standards of ISDN.

· Understand the components of ISDN.

· Understand the operation of ISDN.

· Understand the process for configuring and verifying ISDN.

· Configure and verify an ISDN connection.
	

	10
	Frame Relay
	10

	
	· Understand the services, standards, components, operation, and configuration of frame relay communication.

· Understand and use the basic devices of frame relay.

· Understand the functions of data-link connection identifier (DLCI) in frame relay.

· Understand the operation of frame relay.

· Understand the issue of split horizon.

· Understand sub-interface.

· Understand how frame relay uses sub-interfaces to solve the problem of split horizon.

· Understand the process for configuring and verifying frame relay on router interfaces.
· Understand the process for configuring frame relay sub-interfaces.

· Configure a frame relay using the following:

· sub-interfaces

· DLCI functions

	

	11
	Work-Based Learning (apply information technology skills in workplace settings)
	240

	
	Total Classroom Hours Semester 3 & 4
	360

	
	Total Hours
	600
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